UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
THI XA HUONG TRA Doc 1ap — Tw do — Hanh Phiic

Sb: 1978 /UBND-CNTT Huong Tra, ngay 11 thang 6 nam 2024
V/v canh béao chién dich tan cong
sir dung ma doc RAT dé thyc hién
hanh vi trai phép

Kinh gtri:
- Cac co quan chuyén moén, don vi su nghi€p thuéc UBND thi x3;
- Uy ban nhan dan cac phuong, xA.

Thuc hién Cong van s6 1496/STTTT-I0C, ngay 29/5/2024 ciua Sé Thong
tin va Truyén thong vé viéc canh bao chién dich tin cong st dung ma doc RAT
dé thuc hién hanh vi trai phép. Nham dam bao an toan thong tin cho cic hé
thong thong tin, hé théng mang dién rong cia tinh, gép phan bao dam an toan
cho khong gian mang, UBND thi xa dé nghi cac co quan, don vi, dia phuong
chu dong thyc hién cac bién phap sau:

1. Trién khai 02 giai phap dam bao an toan thong tin cho 100% cic may
tinh tai don vi: Giai phap phong, chéng ma doc tap trung Bkav Endpoint tai
Cong vin s6 1164/UBND-CNTT, ngay 06/4/2022; Giai phap phat hién va chong
tan cong c6 chu dich Viettel Endpoint tai Cong van s6 2391/UBND-CNTT, ngay
04/8/2022 ctia UBND thi xa Huong Tra.

2. Chu y canh giac thu dién tor khong rd ngudn gbc, thu co cac lién két
(link) hodc tap tin dinh kém la, c6 ddu hiéu kha nghi. Can 1ap tirc chuyén céac thu
nay dén dia chi tiepnhan@thuathienhue.gov.vn dé bd phan k¥ thuat hd trg kiém
tra, ngan chin va xtr 1y, tranh phat tan thu dién tir c¢6 dau hiéu kha nghi dén
nguoi sir dung khac.

3. Kiém tra, ra soat hé thong thong tin dang st dung c6 kha ning bi anh hudng
boi mi doc trén. Chu dong theo ddi cac thong tin lién quan dén ma doc tir hing
nham thyc hién nang cip 1én phién ban mai nhat dé tranh nguy co bi tan cong.

4. Tang cudng giam sat va san sang phuwong an xu 1y khi phét hién c6 dau
hiéu bi khai thac, tdn cong mang; dong thoi thudng xuyén theo ddi kénh canh
béo ctia S& Thong tin va Truyén thong va ciac co quan chirc ning vé an toan
thong tin dé phat hién kip thoi cac nguy co tin cong mang;

5. Trong truong hop can thiét c6 thé lién hé dau mdi hd tro cua S¢ Thong
tin va Truyén thong: Phong Giam sat, diéu hanh an toan, an ninh mang - Trung
tam Giam sat, diéu hanh d6 thi théng minh — S¢ Thong tin va Truyén thong:



- d/c Hoang Dién Ky, dién thoai: 0906 760 759; email:
hdky.stttt@thuathienhue.gov.vn

-d/c La Thue; dién thoai: 0772 428 218; email:
[thuc.stttt@thuathienhue.gov.vn

- d/c Hoang Anh Khoa — Van phong HDND&UBND thi xa; dién thogi:
0367.385.778; email: hakhoa.huongtra@thuathienhue.gov.vn

pé nghi cic co quan, don vi, dia phuong trién khai thue hién./.

Noi nhin: TL. CHU TICH

Igf?u O T UBND i KT. CHANH VAN PHONG
- va cac 1Xa; 7 ’ o .

- CVP va cac PCVP HDND&UBND thi x3; PHO CHANH VAN PHONG
- Luu: VT, CNTT. /

Dwong Thi Minh Thi



Phu luc
THONG TIN CHI TIET VE MA PQC
(Kém theo Cong vin sé /UBND-CNTT ngay  /6/2024 cua
UBND thi xa Huong Tra)

1. Thong tin chi tiét vé 16 hong an toan théng tin trén Foxit PDF
Reader

Gan day, da phat hién hanh vi st dung file PDF nham khai thac 16 hong
trén phﬁn mém Foxit Reader khién nguoi dung thuc thi cac cau 1énh ddc hai trén
thiét bi ctia minh. Hién 16 hong dang duoc khai thac boi nhiéu nhom tan cong

trong mdi truong thuc té.

Qua qua trinh phén tich, cac chuyén gia bao mat di phat hién nhiéu ching
ma doc, cong cu doc hai dugc st dung trong chudi 1y nhiém nhu: VenomRAT,
Agent-Tesla, Remcos, NjJRAT, NanoCore RAT, Pony, Xworm, AsyncRAT va
DCRat.

L hong trén phan mém Foxit PDF Reader d bi khai thac boi nhiéu nhém
tan cong khac nhau véi diém chung 1a ma doc duge phat tan dudi dang cac file
PDF doc hai. Mot s6 chién dich dang chi y c6 thé ké toi la:

- Nhém tén cong APT-C-35 (DoNot Team) sir dung mi doc Rafel RAT dé
thu thap va tai vé may chu C&C cac file tai li¢u, anh, file nén va file co s¢ dir
li¢u.

- Mot sb doi tuong tan cong chua xac dinh da phat tan cac file PDF ddc hai
thong qua mang xa hoi Facebook, tng dung Discord nhiam phat tin ma doc RAT
danh cap dir liu cookies, thong tin xac thuc ctia ngudi dung trén trinh duyét
Google Chrome va Edge, cling v&i mé doc dao tién 4o.

- Chién dich sir dung nén tang Trello 1am noi luu trir dé phat tan ma doc
Remcos RAT nham vao ngudi dung tai Viét Nam, Han Qudc cing mot sd qudc
gia khac.

Cdc don vi ¢6 thé tai xuéng cac ma 10OC tai https://alert.khonggianmang.vn/
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Duéi diy 13 mét s6 IoC dwoc ghi nhin

(May chu C&C Remcos RAT)
139.99.85[.1106:2404

(Remcos)
0ADES7BA165A269FD4C03177226A
148904E14BD328BDBB31799D2EA
D59D7C2FA

(Avict Software)
3f291d07a7b0596dcdf6f419e6b38645
b77b551a2716649¢12b8706d31228d7
9

(Avict Software)
f002712b557a93da23bbf4207e5bc57cc
5e4e6e8416531fab59deb97b191214¢

(PDF Exploit Builder)
ac7598e2b4dd12ac584a2881528a94¢c4
84570582c9877¢821¢c47789447b780ec

(FuckCrypt)
205491237£3552570692e6e2bb3 1c4d2
ddf8133¢c5f59f5914522¢88239370514

(FuckCrypt)
87etfdf835590f85db589768b14adae2f
76b59b2133fae0300aef50575e6340d

(FuckCrypt)
5¢42a4b474d7433bd9f1665dc914de7b
3cc7tbdb9618b0322324b534440737d7

(Python)
79e1cb66¢cb52852¢ca3f46a2089115el11f
f760227ae0ac13f128dda067675fbc

(Python)
a4a8486¢26c050ed3b3eb02¢826b1b67
€505ada0bf864a223287d5b3f7a0cde0

(PDF)
d44£161b75cba92d61759¢f535596912
elea8b6a5a2067a28321953808ca8609

(PDF)
9c5883cf118£1d22795f7b5661573f809
9554¢5a3f78d592¢8917917baa6d20f

(PDF)
22a9459160149¢ecefd1c9b63420eedc7f
e3a2lae0ca3e080c93fd39fef32e9c0

(PDF)
815526423d64130d2994163425d3fbel
4a52927d3616ffacea36ddc71a6af4b0

(PDF)
c1436f65acbf7123d1a45b0898be69ba
9641f0c6d569aa350c9d8as5f187b3c0e7

(PDF)
de8ecd738f1f24a94aba06f19d426399b
¢250cc5e7b848b2¢bd92fc1d6906403




(Blank-Grabber)
d2bd6a05d1e30586216e73602a05367
380ae66654cd0bccabb0414ef6810abl
8

(Python-Stealer-Dropper)
€32d2966a222431346e06d4da5164aba
b63¢2700¢905122c09a18125ee4de559

(BAT file)
eb&7ec49879dc44b6794bb70bd6¢706€
74694e4c2bbc1926dd4cft42e5b63cch

(BAT file)
b59ab9147214bc1682006918692febed
4ad37e1d305¢5¢c80dclee461914eacd2

(APT-C-35 / DoNot Team
Downloader)
4e19133773d596d1c888b0ffe36287a81
0042172b0at0dfad8c2b0c9875d1c65

(APT-C-35 / DoNot Team
Downloaded1)
3e¢9a60d5f6174bb1f1c973e946613e70c¢
74¢771043ee00688e50cac5e8efel85

(APT-C-35 / DoNot Team Uploader)
2d40e892e059850ba708f8092523efee
de759%ecd6e52d8cb7752462fcdb6t715

(APT-C-35 / DoNot Team Screen)
c943fe1b8elbl7ec379d33a6e5819a57
36¢b5del13564186f1d3fba320ccebaal

(APT-C-35 / DoNot Team APK)
715£1586b2431477c484c34fa6243¢20b
3ecf29700c6c17e23a4daf9360e2d2f

(APT-C-35 / DoNot Team APK)
ecb41f510eec0cda289056121994c061d53¢
fbc8ac413f2cad4da8864c681{0a2316

(APT-C-35 / DoNot Team APK)
4a7aeb61510ct5d038e566a3ccd45e98a
46463bb67eb34012c8e64444464b081

(PDF)
D5483049DC32D1AS57E759839930FE
17FE31A5F513D24074710F98EC186
F06777

(PDF)
19A8201C6A3063B897D696330C1B
60BD97914514D2AE6A6C3C1796B
EC236724A

(VBScript)
9ATF4FFSFDOA972EEDA9293727F0
EECDD7CE2CFE0A072CDF9D3402
EE9C46A48E

(VBScript)
D761FE4DS58FE68FC95D72871429F
OFCE6055389A58F81CFOA19EB905

(VBScript)
B3AD75EEF9208D58A904030D44D
A22C59CE7BD47ED798B0A14B583




A96E1C38

30A1390FES8

(VBScript)
FC330BB132A345AF05SFEBOD275E
EEF29C7A439A04223757F33360393
CF975CA9

(VBScript)
A334A9C1A658F4AEBEF7BA336F9A
27693030DC444509BDI9FASFDEFES
AAAE3A133

(VBScript)
E9BF261A779C1B3A023189BEF509
579BAD8B496DCFESE96C19CF8CC
8BEA48A08

(VBScript)
EE42CF45FFF12BCC9E9262955470
BFEDS810F3530E651FDDB05445626
4635D9D2

(VBScript)
1CBF897CCCC22A1E6D6A12766A
DFODCEE4C103539ADD2C10C7906
042E19519F4

(DynamicWrapperX)
4EF3A6703ABC6B2BSE2CAC3031C
1ESB86FE8SB377FDE92737349EES2
BD2604379

(ShellCode)
AS5C9A3518F072982404E68DC6A3D
C90EDEBBF292FC1ACA6962B6CC
F64F4FE28C

2. Thong tin chi tiét vé chién dich tin cong ciia nhém Earth Hundun

Nhém tén cong APT Earth Hundun nham vao khu vuc Chau A Thai Binh

Duong st dung ma doc Waterbear va bién thé mé&i nhat Deuterbear. M3 doc

Deuterbear lan dau duoc ghi nhan sir dung vao thang 10/2022.

M3 doc Deuterbear RAT di duoc cai thién kha ning bang cach thu gon lai

chi con 20 cau lénh, c6 kha ning nhan nhiéu plugin hon dé cai thién tinh linh

dong, bd sung cac chire niang cho phép diéu khién thiét bi ngudi dung d& hon.

Cdc don vi ¢6 thé tai xuéng cac ma 1OC tai https://alert.khonggianmang.vn/

Duéi day 1a s6 IOC dwoe ghi nhén:

* quadrantbd[.]com

* taishanlaw[.]Jcom
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* bakhell[.]Jcom

* gelatosg[.]Jcom

* operatida[.Jcom

* randaln[.]Jcom

* nestnewhome[.]Jcom

* dailteeau[.]Jcom

* lucashnancy[.]com

* ccarden[.]Jcom

* availitond[.]Jcom

* gayionsd[.]com

* rchitecture[.]org

* operatida[.Jcom

* centralizebd[.]Jcom

609120ab45745bcfe8abc244ealS501efs
63cb666abd9d730413¢3986a76fb23d

8833674612cf1034871c4ee334fae0d30
c3eb101df613f1c94¢777639293a031

3ecbca7bf2e4557€92595fe23872658bc
3337e6177a3aft02fb7b460272de74

d4b5127988fde3704193a30840e991dc
745aea051d1551¢7cb6155853¢c8cb9da

974c407dd918ccba245da0fb9dS5a68f1
23c78aacfa85cdaba2271d6ad&1380ae

3d8512a513e594ced9a742ae3e48537
75f05d7481b29bfacefd4316d7ba3bde2

057a0e0f522cc217ba8754abbb67{8a66
7¢0054fe0dcdat01f4930d75¢d667cc

31¢76585ea703f96c95efab0778599d8
dc5c26eeaSd155ce241614e6bfe9e8¢

3. Tai liéu tham khao

https://research.checkpoint.com/2024/foxit-pdf-flawed-design-exploitation/

https://www.trendmicro.com/en_us/research/24/e/earth-hundun-2.html
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