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Sé: 1065 /2015/QD-UBND Huwong Tra, ngay 11 thang 11 nim 2015

Ky bii:
H I UBND TX HUGNG TRA
Email:huongtra@thuathienhue.gov.vn

UBND TX HUONG TRASDT: 0543557220; FAX: 0543557672

QUYET PINH
Ban hanh Quy dinh tiép nhan, xir ly, trao déi thong tin va dam bao
an toan, an ninh thong tin trén moi trwedong mang trong hoat dong
cuia cac co quan, don vi trén dia ban thi x8 Hwong Tra

UY BAN NHAN DAN THI XA

Cian ctr Luat T chirc Hoi dong nhan dan va Uy ban nhan dan ngay 26
thang 11 nam 2003;

Can ctr Luat ban hanh van ban quy pham phap luat cia Hoi dong nhan
dan va Uy ban nhan dan duoc Quéc hoi thong qua ngay 03/12/2004;

Can ctr Luat Cong ngh¢ thong tin ngay 29 thang 6 ndm 2006;

Can ct Nghi dinh s 64/2007/ND-CP ngay 10 thang 4 nam 2007 cua
Chinh pht quy dinh vé tng dung céng nghé thong tin trong hoat dong cua co
quan nha nudc;

Can ctir Quyét dinh s6 2072/QD-UBND ngay 16/10/2014 ciia UBND tinh
Thira Thién Hué vé viéc ban hanh Quy dinh ddm bao an toan, an ninh thong tin
trén moi truong mang trong hoat dong ctia cac co quan nha nudce trén dia ban
tinh Thira Thién Hué; Quyét dinh sé 81/2014/QD-UBND ngay 31 thang 12 nam
2014 cua UBND tinh Thira Thién Hué vé viéc ban hanh quy dinh st dung hé
théng thu dién tar cong vu trong hoat dong cia co quan nha nudc trén dia ban
tinh Thira Thién Hug;

Theo dé nghi ctia Chanh Vin phong HPND va UBND thi x& Huong Tra,

QUYET PINH:

Picu 1. Ban hanh kém theo Quyét dinh nay Quy dinh tiép nhan, xu ly,
trao doi théng tin va dam bao an toan, an ninh thdng tin trén mdi truong mang
trong hoat dong cua cac co quan, don vi trén dia ban thi x4 Huong Tra.

Piéu 2. Quyét dinh nay c6 hiéu luc sau 7 ngay, ké tir ngay ky ban hanh.

Piéu 3. Chanh Van phong Uy ban nhéan dan thi x&; Thu truong cac phong
ban chuy&n mén, don vi su nghiép truc thudc thi x&; Chu tich Uy ban nhan dén
cac phudng, xa VA C4c co quan, to chiic, c4 nhan c6 lién quan chiu trach nhiém
thi hanh Quyét dinh nay./.

Noi nhgn: TM. UY BAN NHAN DAN
- Nhu Diéu 3; KT.CHU TICH
-S¢ TTTT, PHO CHU TICH

- Thuong truc HBDND TX;
-CT, PCT UBND TX;

- LbVP+ CVCNTT;

- Luu VT.
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Nguyén Thi Thu Hwong



UY BAN NHAN DAN  CONG HOA XA HQI CHU NGHIA VIET NAM
THI XA HUONG TRA Poc 1ap — Tw do — Hanh phuc

QUY DINH
Quy dinh tiép nhan, xir ly, trao déi théng tin va dam baoe an toan
an ninh thong tin trén moéi trweong mang trong hoat dong cua
cac co' quan, don vj trén dia ban thi xa Hwong Tra
(Ban hanh kem theo Quyét dinh so /2015/0b-UBND ngay / /2015
cua UBND thj xa8 Huong Tra)

Chuwong |
QUY DINH CHUNG

Pi¢u 1. Pham vi diéu chinh

Quy dinh vé viée tiép nhan, x1r ly, trao dbi thong tin va ddm bdo an toan,
an ninh thong tin trén moi1 truong mang trong hoat dong cuia cac co quan, don vi
trén dia ban thi xa Huong Tra, bao gébm: Quy dinh dam bao an toan, an ninh
thong tin va quan ly st dung hé thong mang WAN; Tiép nhan, xir Iy van ban va
trao doi thong tin.

Picu 2. Poi twong ap dung

1. Quy dinh nay duoc ap dung dbi véi cac co quan nha nudc trén dia ban
thi xa Huong Tra, bao gom: Cac phong ban chuyén mén, cac don vi su nghiép
truc thuoc UBND thi x&; UBND cac xa, phuong(sau dy goi tat 1a cac co quan
chuyén mén, UBND cac phuong, xa).

2. Can bo, cong chirc, vién chire ( sau ddy goi tit 13 CBCC) dang lam viéc
trong cac co quan, don vi néu tai Khoan 1 Diéu nay va nhitng ca nhan, t6 chue co
lién quan ap dung Quy dinh nay trong viéc van hanh, khai thic hé thong thong tin
tai cac co quan, don vi.

Piéu 3. Muc dich, nguyén tic dam bio an toan, an ninh théng tin

1. Viéc ap dung Quy ché nay nham giam thiéu dugc cac nguy co giy mat
an toan thong tin va ddm bdo an ninh thong tin trong qua trinh tng dung cong
nghé thong tin trong hoat dong cua céc co quan.

2. Viéc ap dung quy ché nay nham gilp cho viéc tiép nhan, xu ly, trao doi
thong tin trén moi truong mang duoc thyc hién nghiém tac.

3. Viéc quan Iy va sir dung hé théng mang WAN tai cac x4, phuong duoc
thuc hién dung quy dinh, an toan.

4. Cong tac ddm bdo an toan, an ninh thong tin, bao mat trén mai trudong
mang 13 nhiém vu trong tdm dé xay dung Céng so dién tir huéng dén Chinh
quyén dién tir, dam bao trién khai thanh cong trong viéc tng dung cong nghé
thong tin trong hoat dong ctia cac co quan nha nudc.



Piéu 4. Giai thich tir ngir

1. An toan thong tin sb: 1a thuat ngir dung dé chi viéc bao vé thong tin sd
va cac hé théng thong tin chong lai cac nguy co tu nhién, cac hanh dong truy
cap, st dung, phat tan, pha hoai, sira d6i va pha huy bat hop phap nham bao dam
cho céc hé thong thong tin thuc hién ding chtic ning, phyuc vu dung ddi tuong
mot cach san sang, chinh x4c va tin cdy. Noi dung cta an toan thong tin mang
bao gém bdo v€ an toan mang va ha tﬁng thong tin, an toan may tinh, dir li¢u va
ung dung va dich vu cong nghé thong tin.

2. An toan, an ninh thong tin: 1a dam bao thong tin dugc bao mat, san
sang va toan ven.

3. M6i truong mang bao gom: Mang ndi bo (LAN); mang dién rong cua
Uy ban nhan dén tinh, ciia nganh (WAN); mang truyén s6 liéu chuyén dung cua
cac co quan Pang, Nha nudc; mang riéng a0 (VPN), mang Intranet; mang
Internet.

Chuwong |1

QUY PINH PAM BAO AN TOAN, AN NINH THONG TIN VA QUAN LY
SU DUNG HE THONG MANG WAN

Piéu 5. Mang tin hoc dién rong tinh Thira Thién Hué

Mang tin hoc dién rong (WAN) tinh Thira Thién Hué (sau day goi tit 1a
mang dién rong) 1a mang tin hoc duoc thiét lap bang cach két néi gitra Trung
tam Thong tin dit li¢u dién tir tinh (EDIC) vei cac mang ndi bo (mang LAN) cua
cac co quan, don vi thong qua mang vien thong; dong thoi két ndi véi mang
truyén so liéu chuyén ding phuc vu céc co quan Pang va Nha nudc nham phuc
vu c6ng tac chi dao, diéu hanh cuaa lanh dao tinh; viéc trao doi théng tin phuc vu
cbng tac chuy&n mén nghiép vu va cong tac quan ly hanh chinh nha nudc trén
dia ban tinh.

Piéu 6. Trach nhiém ciia cac phong ban, cac phwong, xi trong quan
ly mang Wan:

Thu truéng cac co quan chuyén mon, Cha tich UBND céc phuong, Xa co
trach nhiém phan cong mot can bo phu trach quan 1y mang dién rong (WAN).
Tao diéu kién dé can bo phu trach mang Wan tham gia day du cac l6p tap huan
cua tinh va thi x& t chuc .

Khi ¢6 sy c6 vé cac thiét bi, dich vu két ndi mang dién rong (WAN), can
bo phu trach mang WAN tai c4c don vi cap thi xa co trach nhiém thong bao
ngay vé Trung tdm thdng tin dit liéu dién tr thudc S Thong tin truyén thong va
UBND thi .

Khong cho phép bat ky cac ca nhan, to chirc hoac nguoi khdng cé trach
nhiém hozc chac nang bao hanh, truc tiép xu ly, khic phuc céc su ¢ cua thiét bi
lien quan dén mang dién rong.



Cén bo cong chire tai cac don vi khong dugc ty ¥ di chuyén hay rit day
mang va cac thiét bi lién quan dén thiét bi két noi mang WAN tai don vi minh.

Piéu 7. Pi¢u kién dam bao thuc hién nhiém vu an toan, an ninh thong
tin

1. Cac co quan, don vi phai phd bién nhing kién thirc co ban vé an toan,
an ninh thong tin cho cén bg, cong chirc, vién chirc trudc khi tham gia sir dung
hé thong thong tin.

2. Céc co quan, don vi phai bd tri can bo phu trach cong nghé thong tin tai
don vi minh.

3. Cai dit cac phan mém chdng virus va cac cong tac khac lién quan dén
viéc bdo dam an toan, an ninh thong tin.

4. Hé théng mang khong day (wireless) cuia cac co quan, don vi phai dugc
thiet 1ap mat khau

5. T4t ca cac may tinh tai co quan chuyén mon, UBND cac phuong, xa
phai dugc thiét 1ap mat khau; mat khau phai dugc dat 6 mirc bao mat cao; phai
thuong xuyén thay doi mat khau véi tan suat phu hop.

6. Cac co quan chuyén moén, UBND cac phuong, x@ phai xay dung van
ban quy dinh vé xt ly, trao do6i théng tin, sir dung hé thong mang WAN va dam
bao an toan théng tin vaéi cac ndi dung sau:

a)Quyén va trach nhiém cia ting ddi twong: Lanh dao don vi, can bd phu
trach cdng nghé thong tin cung CBCC tai don vi.

¢) Quy dinh vé quan Iy va st dung tai khoan dang nhap cac phan mém,
cac ung dung.

d) Quy dinh vé an toan, an ninh thong tin trén méi trudng mang trong noi
bo.

d) Co ché sao luu dix liéu, co ché bao cdo va phéi hop khic phuc su cd.

e) Theo ddi, kiém tra, thong ké, tong hop, bao cio theo dinh ky va dot
xuat.

Piéu 8. Bio vé bi mit nha nwéc trong hoat dong ing dung cong nghé
thong tin

1. Quy dinh vé soan thao, in 4n, phat hanh va sao chup tai li¢u mat:

a) Khong duoc sir dung may tinh ndi mang internet dé soan thao vin ban,
chuyén giao, luu trtr thong tin c6 ndi dung thudc bi mat nha nudc; cung cap tin,
tai li¢u va dua thong tin bi mat nha nude trén Cong/Trang thong tin dién tir.

b) Khong dugc in, sao chup tai li€u bi mat nha nudc trén cac thiét bi két
ndi mang internet.

¢) May tinh ding dé soan thao van ban mat phai thiét 1ap mat khau dang
nhap, mat khau phai duoc dat & mic bao mat cao .



2. Khi stra chita, khic phuc cac su cd cia may tinh ding soan thao vin
ban mat, cac co quan chuyén mon, UBDN cac phuong, Xa phai béo céo cho co
quan c6 thim quyén; phai c6 mat khi Cac cong ty tu nhan hodc nguoi khdng co
trach nhiém truc tiép sira chita, xtr Iy, khic phuc sy cd.

CHUONG IlI

QUY PINH VE VIEC TIEP NHAN, XU LY VAN BAN VA TRAO
POI THONG TIN

Piéu 9. Quy dinh sir dung cdc phan mém trong giai quyét cac cong
viéc tai cac co quan, don vi.

1. P6i véi cac phong ban: yéu cau sir dung cac phan mém sau:
a) Phan mém Diéu hanh va quan ly van ban ( Hé théng mang WAN)
Dia chi truy cap http://hscv.huongtra.thuathienhue.egov.vn

b) Phian mém Thuc hién y Kién chi dao cua lanh dao tinh (Hé théng mang
WAN)

Dia chi truy cap http://ykcd.thuathienhue.egov.vn

¢) Phan mém thuc hién y kién chi dao cua lanh dao thi x4 (Hé théng mang
WAN)

Dia chi truy cap http://10.238.254.214/ykcd _huongtra
e) Phan mém 1 cira dién tir (Hé thng mang WAN)

Dia chi truy cap http://motcua.huongtra.thuathienhue.egov.vn
f) Phan mém Khiéu nai t6 cao (Hé théng mang WAN)

Dia chi truy cap http://10.238.254.214/kntc3

g) Phan mém Lich tuan
http://203.113.133.78/lichtuan_txhuongtra

h) Phan mém Hé thong kinh té x& hoi

http://ktxh.thuathienhue.gov.vn

2. Bdi véi cac phuong, x&: yéu cau sir dung cac phan mém sau:
a) Phan mém Piéu hanh va quan ly van ban ( Hé thong mang WAN)
Dia chi truy cap http://hscv.huongtra.thuathienhue.egov.vn

b) Phan mém Thuc hién y kién chi dao cua 14nh dao tinh (Hé thong mang
WAN)

Dia chi truy cap http://ykcd.thuathienhue.egov.vn

¢) Phan mém thuc hién y kién chi dao cua lanh dao thi x4 (Hé théng mang
WAN)

Dia chi truy cap http://10.238.254.214/ykcd _huongtra
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d) Phan mém Lich tuan
http://203.113.133.78/lichtuan txhuongtra

3.Thu truéng cac co quan chuyén mon, Chu tich UBND céc phuong, xa
phan cong can bd theo dai, tlep nhan va xir Iy vin ban, ¥ kién chi dao cua lanh
dao tinh, thi x4; nhan va gui gidy moi cua thi xa trén cac phan mém.

Déi v6i phan mém Diéu hanh va quan Iy van ban, yéu cau tat ca CBCC
cac co quan chuyén mon, UBND cac phuong, x4 phai sir dung phan mém dé xir
ly van ban, riéng déi véi CBCC cac phong ban khi tham muu UBND thi xa duy
thao van ban thi phai phai dugc du thao trén phan mém.

D4 véi phan mém Lich tuan, yéu ciu céc don vi dang nhap toi thiéu 2
lan/1 ngay dé nhan giay moi cia UBND thi x& gui.

Déi voi phan mém thuce hién Y kién chi dao cua 1anh dao thi x4, yéu cau
cac phong ban, xa phuong cap nhat két qua thuc hién va file dién tir dinh kém
dbi voi cac van ban va y kién chi dao UBND thi x& gui vé cho cac don vi. Khi
cac co quan chuyén mén, UBND céc phuong, xa thuc hién cac van ban vay
kién chi dao cua UBND thi xa thi yéu cau phai thuc hién dong thoi ca béo cao
bang van ban gidy va cap nhat két qua thuc hién trén phan mém.

4. Tai khoan ding nhap phan mém lich tuan, Phan mém hé théng kinh té
x& hoi, Phan mém khiéu nai té cdo, Phan mém Thuc hién y kién chi dao cua lanh
dao thi x4 dugc dat theo quy dinh: <tén don vi, phong ban, x&, phuong viét
tat>.huongtra; Mat khau khai tao: 123456

5. Tai khodn ding nhap Phan mém Dicu hanh va quan 1y van ban, phan
mém mot cira dién tur dugc dat theo quy dinh: <viét tat cia ho va tén dém> +
<tén>.huongtra; Mat khau khai tao: 123456

_ 6. Khi gap sy ¢6 ve phan mém nhu quén mat khau, khdng dang nhap duoc
phan meém...thi lién h¢ véi Van phong Hoi dong nhan dan va Uy ban nhan dan
(sau day goi tat la VP HDND va UBND thi xa) dé dugc hudng dan .

Piéu 10. Hé thong thw dién tir cong vu:

1. Hop thu dién tir danh cho cac co quan nha nudc la loai hop thu dac biét
danh cho co quan nha nudc dugc lap ra nham trao doi cong tac gitra cac co
quan, don vi, dia phuong va t6 chic ca nhan véi nhau.

2. Quy dinh dat t&n hop thu dién ta:

Péi vai cac co quan, cac phuong, xa: Hop thu dién tir dugc dit nhu sau:
< tén co quan, phuong, x&> . <huongtra>@thuathienhue.gov.vn

Déi véi CBCC céc phong ban: Hop thu dién tir duoc dit nhu sau:

<viét tat cta ho va tén dém> + <tén>.huongtra@thuathienhue.gov.vn
Pbi véi CBCC céac phuong, x&: Hop thu dién tar duoc dat nhu sau:

<viét tit cta ho va tén dém> + <tén> . <tén phuong, x& viét lién>
@thuathienhue.gov.vn
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3. Tha truong cac co quan chuyén modn, Chu tich UBND céc phuong, xa
phai quan triét va va yéu cau CBCC tai don vi minh phai thuong xuyén sir dung
hop thu dién tir cong vu dé giao dich trao do6i cng viéc va luan chuyén tép (file)
van ban qua mang. Hop thu dién tir phai dugc cong khai dé thuan tién cho viéc
trao doi, théng tin lién lac trong cong viéc va tiép nhan thdng tin.

4. Mat khau hop thu dién tir phai dai trén 8 ky tu bao gém: chir hoa, chi
thuong, chit s6 va ky hiéu dic biét.

5. Trong truong hop CBCC chuyén cong tac sang co quan, don vi, dia
phuong khac thudc tinh hodc vé huu thi phai bdo cho Van phong HPND thij xa
biét dé thay d6i hoic xd6a hop thu dién tir theo quy dinh. Truong hop tiép nhan
thém CBCC vao lam viéc tai co quan thi Thu truéng co quan, don vi phai bao
véi VP HDND va UBND thi x4 biét dé tao thém tai khoan thu dién tir cong vu.

6. Khi gap su c6 vé Hé thong thu dién tir cong vu nhu quén mat khau,
khong dang nhap dugc vao hé thong phai bao vé Van phong HDND va UBND
thi xa dé¢ duoc hudng dan.

Chwong V
TO CHUC THUC HIEN
Piéu 11. Té chire thure hién

~ 1. Van phong HDND va UBND thj xa ¢6 trach nhiém huéng dan to chire
trien khai thuc hién.

2. Thu truong cac co quan chuyén mon; Chu tich UBND céc phuong, x&
chiu trach nhiém t6 chuc trién khai thuc hién quy dinh ndy. Trong qua trinh thyc
hién, néu c6 khé khan, vuong méc, phat sinh can stra d6i, bo sung, dé nghi cac
co quan, don vi kip thoi bao cao vé UBND thi x& (qua Van phong HPND va
UBND thi x&) dé tong hop trinh Uy ban nhan dan thi x& xem xét, sira d6i, bd
sung./.

™. UY BAN NHAN DAN
KT.CHU TICH
PHO CHU TICH

Nguyén Thi Thu Hwong
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